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ABSTRACT 
In mobile communications systems, mobile units are free to move at a local, regional, national level, track 

international, while providing communication. With the increasing use, mobile users wish to increasingly access 

Internet services during their travels, the opportunities offered by these technologies has given rise to a new 

paradigm "«mobile computing » 

This paradigm underlying the concept of availability or presence "in any place and at any time" certainly such 

mobility involves Internet and wireless technologies in a process to provide advanced services to nomadic users, 

however in order to be able to offer these services with satisfactory quality, you must face many challenges in 

relation to the reliability of services infrastructure, energy efficiency of mobile devices. 
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     INTRODUCTION
With the growing use of various mobile devices, mobile users have more need for accessing internet services during 

their travels. The opportunities these technologies have given rise to a new paradigm: one of the major causes of 

serious data loss, after attacks and viruses computer is the loss and theft of mobile devices, is so potentially a high 

risk of disclosure of confidential information, mobility therefore poses the problem of the security of data in a very 

acute, resolve it by the enactment of unpleasant constraints, or sometimes downright unrealistic.  
 

PRIVATE VIRTUAL NETWORKING 
In the field of communications networks can be defined mobility as the ability to access all of the 

services, but on the internet we know where spend data because paths change, these data can 

therefore be listened to or intercepted 
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But then why private virtual network? the data are encrypted and that only two networks are but are not seen from 

the outside so the relationship of securely at very low cost by a simple connection but this is done at the expense of 

performance because the passage through a dedicated link. 

 

THE FUNCTIONING OF THE VPN 
We can say that the VPN is only a concept, this is not an implementation, it is characterized by: 

● Encryption of the tunnel: the data exchanged on the Internet must be duly encrypted between the VPN client and 

the VPN server. 

● Management addresses: all users must have a private address and the new client to get one easily. 

 ● The encryption keys must be regenerated often (automatically). 

Les réseaux mobiles sans fil, peuvent être catégorisés en deux classes : les réseaux avec infrastructure qui 

utilisent généralement le modèle de la communication cellulaire, et les réseaux sans infrastructure ou les réseaux ad 

hoc : 

 In a cellular network, the territory covered, or the coverage area is generally divided into small 

geographically limited areas, they are presented by hexagons, in this section, we present the Sub radio 

systems and network that make up this architecture as well as some consideration that determine the size of 

the cells. 

 An ad hoc network can be defined as a collection of mobile entities interconnected by wireless technology 

forming a temporary network without using any administration or support fixed., no assumption or 

limitation is made on the size of the network, theoretically, it is possible that the network has a very high 

size. 

 

THE BASIC REQUIREMENTS OF MOBILE VIRTUAL PRIVATE NETWORK 
To ensure the confidentiality and integrity of data as it passes over the Internet, measures and security mechanisms 

are also used to ensure the transfer of these data mobile safely through a medium non-secure, one of the most 

important security mechanisms 

 Authentication which means checking the equipment of the user or the user's identity. 
Equipment authentification : allows you to restrict access to provide credentials from a remote VPN device. 

 User authentication : check if a connection by using specific equipment, where the user must provide a user 

name and a password. This password may be a static password or an instant password. 

 Data encryption is the process of modifying the data in a format can be read the message, the recipient of 

the data must have the correct decryption key, data encryption is used to resolve the problems of listening. 
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MOBILE SECURITY AND VIRTUAL PRIVATE NETWORKING 

 

 
 

The solution proposed to provide a better securing mobile data by extending the perimeter secured to moving parts, 

this can be done more often with a VPN which is that the mobile device, wherever he is, is considered as part of the 

protected cell, the level of the highest possible security of authentication technologies, data crossing are protected 

against access. 

 Improve productivity by extending the network and applications 
 Reduce communication costs and increase flexibility. 

 

CONCLUSION 
Mobility has become over time a true philosophy of life, so it makes the redefinition, the absence of a central 

management of the capabilities currently are not designed for such an environment (dynamic), they do not take into 

account resource constraint because not only the environment is dynamic, but resources are also limited what further 

complicates the problems , because it is well known that security solutions are intensive in terms of resources, 

however because of the importance it is necessary to meet the challenge, because designing a foolproof security for 

mobile networks mechanism is necessary. 
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